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• History of eduroam
• How does eduroam work?
• Lessons Learned
• Outlook to the future

• But there is a clear pattern….
• eduGAIN
• eduTEAMS

• Go west young (wo)man!

Agenda

2



www.geant.org

History lesson and 
eduroam 101
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It all started with ...

http://www.terena.org/activities/tf-mobility/start-of-eduroam.pdf
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• Identify users uniquely at the edge of the network
• No session hijacking

• Allow for guest usage
• Scalable

• Local user administration and authN!
• Using existing RADIUS infrastructure

• Easy to install and use
• Open

• Support for all common OSes
• Vendor independent

• After proper AuthN open connectivity

Requirements

2003
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Standardized: 802.1X
Secure: EAP, vLAN
Scalable: RADIUS

Alternatives:
Web: insecure
VPN: not scalable
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FCCN

RADIUS Proxy servers 
connecting to a European 
level RADIUS proxy server

University of 
Southampton

• Participation 
guidelines are 
being drafted

• Aim is to 
increase 
membership. 
Spain, 
Norway, 
Slovenia, 
Czech 
Republic & 
Greece have 
indicated their 
willingness to 
join.

SURFnet

FUNET

(DFN)

Srce

Radius proxy hierarchy

2004
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• JRA5 (2004)  SA5 (2007)

• European eduroam Policy v .1.0 (January 2008)

• Supporting services

• European eduroam confederation

• Service officially started on September 1, 2008

• http://www.eduroam.org

GEANT2: from a pilot to a service 
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RadSec
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• Global eduroam Governance committee (GeGC)
• eduroam Compliance Statement, October 2011

• 50+ countries 
• European confederation (43 countries)
• Australia, Canada, Japan, USA, ...
• Asia & Pacific, Latin America, Africa, ...

• 5000+ service locations only in Europe
• cumulative stats from 20+ European countries

• total of over 250 million successful authN (≈ 6% is international)

• ETRLS servers (March 2012):
• 3.000.000+ successful authN
• ≈ 400.000 CSI/days (device/days)

• eduroam is ranked as 27th most widely used SSID (no. 10 in 2019!) 
(http://www.wigle.net/gps/gps/main/ssidstats)

eduroam growing ...

2012
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And growing….
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eduroam RFC
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101 NROs members (49 in Europe)
18 NROs candidates 
New NROs: Albania, Benin, Ethiopia, 
Madagascar, Nigeria, Tanzania, Togo, 
Bangladesh, Iran, Oman, Nepal, Malaysia
eduroam database facts from 80 reporting 
countries (46 in Europe)

• 25,015 Service locations registered
    (17,128 in Europe)
• 6,269 Institutions registered
    (5,524 in Europe)

eduroam
Service uptake – national roaming operators

22

12 new 
NROs

11%
 growth

21%
 growth
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eduroam
Service uptake – number of user authentications
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24% year 
growth 
national 
authN

23% year 
growth 

international 
authN

0

20

40

60

80

100

120

0
50

100
150
200
250
300
350
400
450

Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec

In
te

rn
at

io
na

l a
ut

hN
 in

 M
ill

io
ns

N
at

io
na

l a
ut

hN
 in

 M
ill

io
ns

  National authN 2018   National authN 2017
  International authN 2018     International authN 2017

> 1 billion 
international 

authN



www.geant.org

eduroam
Service uptake – Configuration Assistant Tool (CAT)
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 2948 IdPs 
> 50% 

growth
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Lessons learned
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Structure

26

• TERENA TF-Mobility
• GN2 JRA5

• IETF

• GN2 SA5
• European eduroam policy

• GeGC
• eduroam compliance statement

• GN4-3 WP5
• WBA, WFA
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Luck
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People
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Hasta el futuro, 
siempre!
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Federated access
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Federated access

Subject

Identity 
Provider Service Provider

Transitive (indirect) trust
Trust (Authentication)

Trust (Federation)

Identity Provider 
domain

“I, IdP, claim that the Subject is succesfully authenticated and is authorized to access the 
service offered by Relying Party”

Service Provider 
domain
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eduGAIN – A global network of academic identities
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o Allows researchers to use ONE digital 
identity to access MANY services and 
resources available in eduGAIN

o Access to resources based on the 
user’s affiliation
oAuthZ done by resources 
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eduGAIN depends on federations 
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eduGAIN
Service uptake – number of identity federations
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12 new 
members

Albania – RASH
Bulgaria – BIF 
Hong Kong – HKAF
Malaysia – SIFULAN
Morocco – eduIDM.ma
Mozambique – CAFMoz
Oman – OMREN
Pakistan – PKIFED
 Russia – RUNNET and 
фEDUrus
 Uganda – RIF
 Zambia – FIDREN

Members - 59
Voting only - 5
Candidates - 9
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eduGAIN
Service uptake – Number of entities and entity categories
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39%
more
SPs

72.6% IdPs 
eduGAIN 

world 
coverage
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AARC Blueprint Architecture - Enabling an ecosystem of 
solution on top of eduGAIN

37

o A Blueprint Architecture for 
authentication and authorization
o A set of architectural and policy 

building blocks on top of 
eduGAIN

o eduGAIN and the Identity 
Federations
o A solid foundation for federated 

access in Research and 
Education
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Components

• Proxy & Identity Hub
• Membership Management service
• Discovery Service
• Metadata Service
• Second Factor Authentication (Pilot!)

Characteristics

• Full implementation AARC Blueprint Architecture
• Single- and multi-tenant options
• Sustainability and strategic partnerships

38

eduTEAMS
AAI as a Service for communities

A service to enable use 
of federated identities in 

research communities

Partner for any e-Infra 
or Research Infra inc. 
“long tail”, informal 

groups
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• Science is global
• The R&E community is global
• eduroam is just the start of the journey to tighter 

collaboration in the R&E community
• eduGAIN allows you to become a full member of the 

international community
• It is all about trust…. 

• Technical
• Interpersonal 

Parting thoughts

39

“Without trust we don’t truly collaborate; we 
merely coordinate or, at best, cooperate. It is 
trust that transforms a group of people into a 
team.”

Stephen Covey
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• Questions?
• Preguntas?
• Questões?
• Vragen?
• Domande?

Thank you!

Thanks to: Miro (stats), Martin Bech (pics), eduroam crowd (pics)


